Release Description

— BUREAU OF —
RECLAMATION

RISE Release 2.15.7

July 2, 2026

RISE Release 2.15.7 is a minor release covering 1 ticket. The ticket implements Drupal

Masquerade functionality for the RISE Data Admin UI to replace username/password login for

test accounts, allowing authorized users to log in with their AD credentials and securely
masquerade as assigned test accounts for role-based testing.

Issues Addressed in this Release

Data Admin Ul

Issue #

#1546

Issue Title

Implement
Masquerading for
Passwordless
Authentication on
Current Local Test
Accounts

Issue Resolution

Drupal Masquerade functionality for the RISE Data Admin
Ul was implemented to replace username/password login
for test accounts to support compliance with DOI's
requirements for security control IA-5(1), which requires
authentication through the enterprise MFA solution.
Authorized users can now log in with their AD credentials
and securely masquerade as assigned test accounts for
role-based testing, with configurable account assignments,
activity tracking, audit logging, permission enforcement,
and clear identification of masqueraded actions throughout
the RISE Data Admin Ul.
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